MNoHATMe nHPopmaumMoHHOM 6e3onacHOCTH

MNoa nHbopmaLMoHHON 6e30NacHOCTbIO MOHMMAETCA 3aLMNLLEHHOCTb MHPOPMALLMOHHOW CUCTEMBI OT
CNY4aMHOro U NpegHamepeHHOro BMeLaTeIbCTBa, HaHOCALLErO yuwepb Blagenbuam nam
nonb3oBaTensim MHbopmaumu.

MHpopmaumoHHaa 6e30nacHOCTb AeTen - 3TO COCTOAHME 3aLUNLLEHHOCTU AeTEN, NPU KOTOPOM
OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYUHEHMEM MHDOPMALMEN, B TOM YMC/IE PACNPOCTPAHAEMON B CETU
"MHTepHeT", Bpeaa 13 340p0oBbsA, PU3NYECKOMY, MCUXMYECKOMY, LYXOBHOMY U HPAaBCTBEHHOMY Pa3BUTHIO.
Ha npakTnke Ba*KHEWLW MMM ABNAIOTCA TPU acnekTa MHGopmaLMoHHOM 6e3onacHoCTyH:

1. locTynHOCTb (BO3MOKHOCTb 3@ Pa3yMHOE BpemMaA NoAy4nTb Tpebyemyto MHGOPMaLLMOHHYIO YCayry);
2. LlenocTHOCTb (aKTyanbHOCTb M HENPOTUBOPEYMBOCTb MHOOPMALMK, €€ 3aLUNLLEHHOCTb OT paspyLleHns
N HECAHKLMOHUPOBAHHOMO U3MEHEHUA);

3. KoHpuaeHuManbHOCTb (3awmTa OT HECAHKLLMOHMPOBAHHOIO NPOYTEHUA).

HapyleHuns AOCTYNHOCTH, LLeIOCTHOCTU U KOHOUAEHLMANIbHOCTM MHGOPMALMKN MOTYT ObITb BbI3BaHbI
Pa3/IMYHbIMM ONACHBIMW BO3AENCTBUAMMU Ha MHGOPMALMOHHbIE KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe Yyrpo3bl MHPOPMaALMOHHOM 6e3onacHoCTH
CerogHa Bce 6onblue M 6oblLe KOMNbIOTEPOB NOAKAOYALOTCA K paboTe B ceTn NHTepHeT. Mpu s3Tom BCe
H6onbluee pacnpocTpaHeHMe NOMyYaeT NOAKAOUYEHME MO BbICOKOCKOPOCTHLIM KaHaNaMm, Kak Ha paborte, Tak
n foma. Bce 6onbluee KONMYeECTBO AeTen Nosy4aeT BOSMOXKHOCTb paboTtaTh B UHTepHeT. Ho BMecTe ¢ Tem
BCe ocTpee BcTaeT npobaema obecnevyeHms 6e3onacHOCTM Halwnx aetei B MHTepHeT. TaKk Kak M3HavyasibHO
NHTepHeT pa3BMBanCA BHE KaKOro-1Mbo KOHTPOAA, TO Tenepb OH NpeacTaBaseT cobon orpoMmHoe
KO/IM4ecTBO MHbOPMaL MK, NpUYem ganeko He Bcerga 6esonacHo. B cBA3M € 3TUM 1 € TEM, YTO BO3pPacCT, B
KOTOPOM 4eNioBEK HauuHaeT paboTtaTtb ¢ IHTEpHET, CTAaHOBUTCA BCE MOJIOXKE, BO3HUKAET npobaema
obecneyeHunn 6e30nacHOCTM AeTeN. A KTO MM MOXKET B 3TOM NOMOYb, EC/IU HE UX POAUTENN U B3 pOC/ble?
CnepyeT NOHMMaTb, YTO, NOAKNIOYAACH K MHTepHeT, Baww pebeHOK BCTpevaeTca ¢ LebiM pALOM Yrpos, o
KOTOPbIX OH MOXET AaXKe U He noao3peBaTb. O6bACHUTL eMy 3TO 0653aHbl poaUTeNN Nepes TeM, KaK
paspewnTb emy Bbixosd B HTepHeT.
[ocTyn K HeXKenatenbHOMY COAEPKUMOMY.

Benb cerogHa gena o6cToAT TakMm obpa3om, 4To Ntobol pebeHoK, Bbixogawmii B UHTepHET, MoxKeT
npocmaTpuBaTh Ntobble MaTepunasbl. A 3TO HaCKUIME, HAPKOTUKM, aHOPEKCUM (OTKa3 OT MpMema NuLm),
ybuitctBam, CTpaHMLUbl C HALMOHANIUCTUYECKOM MW OTKPOBEHHO GaLLUNCTCKON UA,e0Nornen u MHoroe-
MHoOroe apyroe. Beab Bce 370 A40CTynHO B MIHTepHeT 6e3 orpaHnyeHmnit. Yacto bbiBaeT Tak, 4TO NPOCMOTP
3TUX CTPAHWL, AarKe He 3aBUCUT OT pebeHKa, BeAb Ha MHOTMX CaliTax OTOHparkatoTCA BCN/IbIBAtOLLME OKHA
coaeprkalwme ntobyo MHPopmaumio, Yallle BCEro nopHorpad MYecKoro xapakrepa;

KoHTaKTbl ¢ HE3HAKOMbIMU IOAbMU C MOMOLLLbIO YaTOB U/IM 3/IEKTPOHHO NOYTHI.

Bce yalle v Yalle 310yMbILUIEHHUKN UCMOb3YOT 3TU KaHa bl 415 TOro, YTobbl 3aCTaBUTb AeTel BblAaTb
NMYHY0 MHPopMauuto. B apyrmux cnydanax sTo moryT 6biTb Negodubl, KOTOPbIE ULLYT HOBbIE KEPTBbI.
BblgaBan cebs 3a CBEPCTHUKA KEPTBbI, OHM MOTYT BbiBEAbIBATb IMYHYIO MHPOPMALLUIO U UCKATb IMYHOM
BCTpeuu;

HeKoHTpoMpyemble NOKYMNKHU.

HecmoTpa Ha TO, 4TO NOKYNKK Yepe3 VIHTepHET NoKa elle ABAAITCA IK30TUKON ANnA 6ONbLIMHCTBA U3 HaC,
O4HAKO HeAaeK TOT Yac, Korga 3Ta yrpo3a MOXKET CTaTb BECbMa aKTya/IbHOM.

O6ecneyeHne MHPopMaLMOHHOM 6e30NacHOCTH
dopmupoBaHme pexknma MHGOPMALMOHHON HesonacHocTK — Npobaema KomnaekcHas. Mepbl no ee
peLeHNIo MOXKHO NOAPA3AENNTb Ha NATb YPOBHEWN:
1. 3akoHodamenbHbIli. ITO 3aKOHbI, HOPMATUBHbIE aKTbl, CTAaHAAPTbI U T.M.
HopmaTuBHO-npaBoBas 6a3a onpeaenatoan NopaLoK 3almTbl MHGOPMaLUN:
2. MopanbHo-amuyecKuli. BceBo3aMoXKHble HOPMbI NOBEAEHMA, HECOBNIOAeHME KOTOPbIX BEAET K
NageHWIo NPEeCcTUKa KOHKPETHOro YeNoBEeKa UK Le/Iol OpraHmM3aumnm.
3. AOmuHucmpamusHeiii. [leiicTBuA obLero xapakrepa, npeanpMHMMaemble PyKOBOACTBOM
opraHusaumnm. TaKMMM AOKYMEHTAaMM MOTYT BbiTb:
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A. MNpuKas pykoBoanTeNns 0 Ha3HaYeHWUM OTBETCTBEHHOrO 3a obecneyeHne MHPOPMaLLMOHHOM
6e3onacHoCcTH;
b. [lonKHOCTHble 06A3aHHOCTM OTBETCTBEHHOrO 3a obecnevyeHme NMHPopma LMOHHOM 6e30NacHOCTH;
B. MNepeyeHb 3awmaembix MHPOPMALMOHHbBIX PeCYPCOB M 6a3 AaHHbIX;
I. MIHCTpYKUuMIO, onpeaensatoLyo nopaaoKk npeaoctaBaeHmsa nHpopmaumm CTOPOHHMM OpraHu3aumnam no
MX 3anpocam, a TaK¥Ke No NpaBam A0CTyNa K Hell COTPYAHMKOB OpraHmM3aumu.
4. ®dusuyecKuii. MexaHN4eCcKne, SNEKTPO- U 3IEKTPOHHO-MEXaHNYeCKne NPenATCTBMA HA BO3MOXKHbIX
NyTAX NPOHMKHOBEHMA NOTEHLMANbHbIX HapyWwnTENEN.
5. AnnapamHo-npo2pammHbliili (3N1eKTPOHHbIE YCTPONCTBA M CNeLMaibHble NPorpaMmMbl 3aLLMUTbI
nHpopmaunm).
MpuHATbIE Mepbl MO co3gaHunto besonacHo NHPOPMALMOHHOM CUCTEMbI B LLUKOSE:
A. ObecneyeHa 3aliMTa KOMMNbIOTEPOB OT BHELIHMX HECAHKLMOHNPOBAHHbIX BO34ENCTBUIM (KOMNbIOTEPHbIE
BUPYCbI, Iornyeckne 6ombbl, aTaknm Xakepos U T. A,.)
A.YCTaHOB/IEH CTPOrUI KOHTPO/Ib 3@ SNEKTPOHHOM NOYTOM, obecneyeH NOCTOAHHbIM KOHTPOb 3a
BXOASALLEN U UCXOAALLEN KOppPeCnoHAEeHLUMEN.
b. YcTaHOBANEHbI COOTBETCTBYIOLLME NAPO/IN Ha NepcoHasbHble K.
B. cnonb3oBaHbl KOHTEHT-GUABTPbI, AN PUABTPALMMN CAATOB MO UX COLEPHKUMOMY.
EanHan coBOKYNHOCTb BCEX 3TUX Mep, HanpaB/IeHHbIX Ha NPOTUBOAENCTBME yrpo3am 6e30nacHOCTM C
Le/blo CBeAEeHMNA K MUHUMYMY BO3MOXKHOCTM yliepba, 0bpasytoT cuctemy 3aLumThbl.

PeKomeHpauMm no opraHusaumm pabotbl B MHGOPMALMOHHOM NPOCTPAHCTBE
1. Nepepn Hayanom paboTbl HE0HXO0AMMO HEeTKO CHOPMYNNPOBATL LLeSIb MU BONPOC NOMCKA MHDOPMaLLUK.
2. KenaTtenbHo BbipaboTaTb ONTMMA/IbHbIM aNTOPUTM NOUCKA MHOOPMaLMK B CeTU MHTEPHET, YTO
3HAYMTENbHO COKPATUT BPEMA U CU/IbI, 3aTPAYEHHbIE Ha NMOMUCK.
3. 3apaHee yCTaHOBUTb BPeMeHHbIN "MMUT (2-3 yaca) paboTbl B MUHGOPMALLMOHHOM MPOCTPaAHCTBE
(npocmoTp Tenenepepayun, uteHune, MHTEPHET).
4. Bo Bpemsa paboTbl He 06xoaMmo AenaTb nepepbiB Ha 5-10 MUHYT ANA CHATUA GU3NYECKOro HanpAXKeHUs
N 3pUTENbHOM Harpy3Ku.
5. Heobxoanmo 3HaTb 3-4 ynpa*kHeHUA AN CHATUA 3PUTENIbHOIO Hanps*KeHnA U GU3NYEeCcKoM yCTanocTu.
6. PaboTaTb B XOpOLIO NPOBETPEHHOM NOMELLEHMM, NPU ONTMMAIbHOM OCBELLEHUM U B yA06HOM nose.
7. He cTonT NerkombiCneHHO 06pallaTbCa o Cnam-NMCbMaMm U 3aXoauTb Ha Hebe3onacHble Be6-caiTbl.
Ons NHTepHeT-NPecTyNHNKOB Bbl CTAHOBUTECH NETKoM A06blyei.
8. MNpn perncTpaLnm B CoLManbHbIX CETAX, HE YKa3blBalTe CBOM NEPCOHAIbHbIE AaHHbIE, HA NPUMep:
afpec v AeHb POXKAEHUA.
9. He ncnonb3syiite B NIOrMHE UK NAapo/ie NepcoHasibHble AaHHbIE.
10. Bce 370 N03BONAET UHTEPHET-NPECTYNHMUKAM NONAYYNTb AaHHble A0CTYNa K aKKayHTaM 3/IeKTPOHHOWM
noyTbl, a TaKKe HPuunposaTb goMmawHue MK gna BKAOYEHUA UX B 6OT-CeTb AN ANA NOXULLEHUS
6aHKOBCKMX Al@HHbIX poguTenen.
11. Co3paiTe cobcTBEHHbIM NPodUab HAa KOMMblOTepe, 4Tob bl 06e30nacuTb HPOPMALUIO, XPaHALLYHOCS
Ha HeMm.
12. He 3a6biBanTe, 4TO GaKTbl, O KOTOPbIX Bbl y3HaeTe B IHTEPHETE, HYKHO O4E€Hb XOPOLLIO NPOBEPUT,
€c/11 BbIbyAeTe NCMONb30BaTb MX B CBOEM AomallHeln paborte. LlenecoobpasHo cpaBHUTb TPU MCTOMHUKA
nHpopmaLmm, Npexae Yem pPelwnTb, KAKUM UCTOYHUKAM MOXKHO A0BEpPATb.
13. O gocToBepHOCTM MHDOPMALUM, NMOMELLEHHOWN HAa CalATe MOXHO CYyAUTb NO CaMOMY CailTy, y3HaB 0b
aBTOpax canTa.
14. Pasmewas nHdopmauuto o cebe, CBOMX 6AN3KUX M 3HAKOMbIX HA CTPAHULLAX COLMAJIbHbIX CETEN,
cnpocuTe NpeaBapuUTeNIbHO paspelleHne y Tex, 0 Kom byaeT ata uHpopmauyms.
15. He cnepyeT pa3mellaTtb Ha CTpaHMLax Beb-caliTos cBon poTtorpadumn n potorpadmmn cBomx 6AnM3KNX 1
3HAKOMbIX, 3@ KOTOpble Bam NOTOM MOMKET ObITb CTbIAHO.
16. CobtoaanTe NnpaBmaa 3TUKK Npu obLeHnn B UHTepHeTe: rpybocTb NPOBOLMPYET APYrMX Ha TAKOe e



